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Abstract—The dynamic nature of tactical edge networks has
led to the design of architectures that enable real-time data
processing and analytics at the edge, to ensure the continuation of
operations when the connection to the headquarters is unavail-
able. However, workflow orchestration faces unique challenges
over frequently disconnected, intermittent, and limited (DIL) net-
works, where traditional approaches, mainly developed for cloud-
like environments, lack the flexibility to react promptly to ever-
changing conditions. This paper presents a novel decentralized
partially observable Markov decision process (DEC-POMDP)
formulation for the distributed workflow orchestration problem,
where agents need to cooperate to maximize the computation
efficiency while reducing the data transmission time. We propose
a solution based on multi-agent reinforcement learning (MARL)
that leverages graph convolutional reinforcement learning (DGN)
and graph attention networks (GAT) to enable agents to share
information with each other, capture the network’s structural
information, ensure scalability, and eliminate the needs for
global knowledge of the network. Training and experiments,
which compare our solution with the corresponding constraint
satisfaction problem (CSP), are conducted in a simulated 2D
urban scenario that mimics nodes’ mobility and communications,
showing promising results.

Index Terms—MARL, Edge Computing, Service Orchestra-
tion, Tactical Edge, Workflow, Workflow Deployment

I. INTRODUCTION

In recent years, tactical edge distributed applications have
adopted new design and deployment patterns to enable real-
time data processing and analytics even when they are dis-
connected from the rest of the network. This shift is a natural
response to the unique challenges that applications face in
disconnected, intermittent, and limited (DIL) networks, such
as tactical edge networks (TENs).

Service, data pipelines, and workflow orchestration solu-
tions designed for cloud-like scenarios typically assume that
they have complete vision over the whole network and that
such network is mostly static. These assumptions are broken
in TENs, where continuous orchestration is required to adapt
to ever-changing conditions, shifting of priorities, and potential
interference from adversarial forces.

Optimal workflow orchestration solutions are available, but
they are NP-hard [1] and therefore demand excessive com-
putational resources. Heuristic solutions provide sub-optimal

results within reasonable times, but often require fine-tuning
for specific environments and lack the necessary flexibility
to promptly react to unexpected changes in the scenario. Al-
driven approaches have been proposed, as alternatives or in
combination with traditional methods, but they also often
require global knowledge of the network, are centralized, and
scale poorly.

This paper introduces a novel decentralized partially observ-
able Markov decision process (DEC-POMDP) formulation for
the distributed workflow orchestration problem. In this frame-
work, agents coordinate to redeploy services across a TEN,
aiming to maximize computational efficiency and minimize
data transfer time. We present a preliminary study that uses
multi-agent reinforcement learning (MARL) to solve the dis-
tributed workflow orchestration problem. Our MARL solution
eliminates the need for global knowledge of the network by
leveraging graph convolutional reinforcement learning (DGN)
and graph attention networks (GAT), enabling agents to
proactively coordinate by sharing information and effectively
capture the network’s structural information. Agents commu-
nicate solely with their neighbors, ensuring scalability and low
communication overhead. To train and evaluate our agents, we
created a 2D environment implementing the dynamics of our
proposed DEC-POMDP, in which we accurately model nodes’
mobility patterns and network communications characteristics,
including packet loss, latency, and throughput.

We compared our agents against the optimal solution, ob-
tained solving the corresponding constraint satisfaction prob-
lem (CSP), and against two ad-hoc agents that implement
different heuristics. The results show that our agents exhibit
promising performance and good generalization capabilities to
unseen scenarios.

II. METHODOLOGY

This section introduces the service deployment environment
(SDE) and the DEC-POMDP formulation for the workflow
orchestration at the tactical edge problem.

We define a workflow as a graph of services or jobs
working together to achieve a larger task. In this graph, each
node represents a service with specific host requirements,



such as CPU cores, RAM, and storage size. The edges
indicate the minimum communication requirements between
these services, including bandwidth, latency, and packet loss.
The process of managing a workflow’s life cycle is known as
workflow orchestration.

As a starting point for our research, we limited the workflow
structure to a tripartite graph, Fig. 1. This structure serves
as an initial step towards building multi-layer dependencies
among jobs in a workflow. In the environment, we associate
the first layer with data sources to be processed. The second
with services performing the computation, and the last one
as end-user services that receives and aggregates the previous
layer’s output. The objective of our agents is to cooperate in
maximizing the computational efficiency of the workflow and
minimizing the data transfer time from the first to the third
layer by strategically moving the services in the second layer.
In our setup, the aggregation happens asynchronously, without
the need for all the services to be connected to the receiver
at the same instant, and we assume no minimum requirement
for nodes and communication links.

A. Service Deployment Environment

The SDE serves as a training and evaluation environment for
our agents, modeling the computation and movement behavior
of nodes, as well as the behavior of the network links between
them. Specifically, the environment simulates a 2D urban
scenario with N nodes (agents) participating in a TEN with
heterogeneous computational resources, interacting with each
other to orchestrate a workflow.

These nodes, which can be seen as C2 vehicles or UAVs
performing individual missions, follow a random waypoint
mobility model. At the beginning of the simulation—referred
to as an episode—they are initially positioned near a base
station as a starting point. From there, they move at a constant
speed to a randomly selected destination. Upon reaching their
destination, a new one is assigned, and this process continues
until the episode ends.

The underlying network can be represented as a graph
G = (V, E(t)), where V represents the nodes in our network
and FE(t) represents the set of edges at time step ¢. An edge
(u,v) € E exists if P(u,v) < Peyotr, where P(u,v) denotes
the path loss between nodes and P, the cutoff value. Edges
are characterized by a set of features: packet loss, bandwidth,
and latency. In our settings, packet loss increases linearly with
path loss, link throughput is calculated using the Mathis model
[2], and latency is stable across the entire graph.

During the episode, a set of data sources
{s1,82,...,8n}, end-user services D = {di,da,...,dmn},
and a workflow J = {j1,Jo,...,jx} are generated within
the environment. Each job j; is a tuple characterized by a
data production coefficient # within 0 and 1, a destination
d € D, a source s € S, and a number of instructions v. In
the simulation, jobs receive an amount of data p from s and
produce an output equal to 6 x p. In order for j; to execute, a
path between d and source node s must exist at a certain time
step t.

S =

Layer 1

Layer 2

Layer 3

Fig. 1: Example of a tripartite workflow: The first layer
consists of a group of data sources. The second layer contains
the services. The third layer includes an end-user service that
aggregates the output from the second layer.

The computational time for a job is determined by the
resources of the hosting node. When multiple jobs are hosted
on the same node, they are treated as a single job, with
the resulting computational time equal to the sum of their
instructions divided by the computational speed of the node.

In the environment, decisions about workflow jobs are made
sequentially, with one job being examined at a time by the
agent where the job resides. Initially, all the jobs are assigned
to the agent closest to d.

B. The MARL Approach

A Markov decision process (MDP) is a model of an agent
interacting with an environment. The agent receives the state
of the environment as input and produces an action as output,
which, with some level of uncertainty, affects the environ-
ment’s state [3]. Upon acting, the agent receives a reward,
which in an MDP depends only on the state and action taken
at time ¢ — 1.

This concept has been further expanded into a partially ob-
servable Markov decision process (POMDP), where the agent
lacks complete knowledge of the environment and instead acts
based on local observations.

In a multi-agent setting, POMDP can be extended to
DEC-POMDP, where multiple agents make decisions under
uncertainty—such as missing communication links—sharing
the same reward function [4]. A DEC-POMDP is formally
characterized by the following tuple:

(Z,S, Alicz, P, R, O%ic1,7) (1)

where Z defines the set of agents, S is the global state of the
environment, A%;c7 represents the action space for each agent,
P is the state transition probability, R is the reward function,
O%;c7 is the set of local observations for each agent, and v is
a discount factor.

MARL is a sub-field of reinforcement learning (RL) that
exploits these concepts and studies behaviors and interactions
of multiple autonomous agents to learn a decision-making
policy m which guides agents’ actions to maximize the reward
function R.



The SDE, expands the definition of DEC-POMDP with J
as the workflow space, M7 as the movement function for
each agent, and £ as the agents’ connectivity model.

Therefore, the final DEC-POMDP can be described as:

<I7S7Aii€I7P7Ra Oiiel-?j?MiiEI?g?’-)o (2)

C. Observation and Action space

In the SDE each observation, Table I, includes the agent’s
unique ID, computational power, number of jobs currently
deployed on it, the unique ID of the receiver and data source
for the current job, and the predicted data transfer time
from the data source to the receiver. Additionally, the agent
perceives the ID, transfer time for its two best deployment
options, and a flag indicating whether the current job would
perform faster on one of these options. Finally, we include
5 past observations of the packet loss difference between
the data source-receiver and data source-agent-receiver path
for all the data sources available. This method, known as
observation staking, allows the agents to perceive historical
patterns in a certain time window, understand their current
direction, and better react to crucial events, such as imminent
link disconnections. As a result, the agents can adjust their
actions by either anticipating or delaying deployments.

After receiving an observation, the agent is called upon
to act. Allowing the agent to select the ID of the agent to
which a job should be moved is not feasible in a large-scale
scenario, where the action space would become prohibitively
large. Therefore, we adopted a hybrid approach, formulating
a set of heuristics for the environment and allowing the agent
to select which one to apply when moving a job.

The advantages of this approach are its high scalability,
as the action space is no longer directly tied to the number
of agents, and the possibility for the users to incorporate
domain-specific knowledge by formulating the heuristics that
the agents will use.

In our context, we adopted two heuristics: greedy perfor-
mance first (GPF) and greedy bandwidth first (GBF). The first
one, GPF, selects the node that maximizes the computational
time for the current job, while the second one, GBF, selects
the node that will minimize the data transmission time.

Finally, we allow the agent to decide whether to maintain
its current state, leading to a final one-dimensional discrete
action space of 3 elements.

D. Reward Function

The reward function allows agents to evaluate the effec-
tiveness of their actions. In this work, the objective of the
agents is to minimize data transmission time while maximizing
computational performance and we propose a reward function
based on two main components.

The first balances the difference between the number of in-
structions executed in a single step across the entire workflow
and the data transmission time. We multiply the latter by a
constant « to control the impact of this term, preferring lower
values in scenarios where the transmission time dominates
the reward function, or higher values in scenarios where the
transmission time should be prioritized. More formally:

Rp(t) = |Iperformed(t)| -« |Ttime(t)| (3

Iper formea(t) and Tyime(t) are normalized using min-max
normalization at the sub-graph and global levels, respectively.
The sub-graph normalization encourages the agent to utilize
the most performant node within its sub-graph without penal-
izing it in disadvantaged scenarios, such as when the most
performant node is in a sub-graph that the agent cannot reach.
It is also important to note that while decisions are made at the
job level, rewards are given at the workflow level, providing
the agents with a global perspective and discouraging selfish
job-level behaviors.

The final element of our reward aims to steer away the
agents from performing unnecessary deployments. We imple-
ment such mechanism by issuing small penalties every time a
deployment is performed by an agent. Moreover, this penalty
is increased when the deployment happens with no connection
to the target or receiver.

The overall reward function can be formally defined as:

R(t) = Rp(t) - Pdeployment (4)

E. Graph Convolutional Reinforcement Learning

Given the dynamic nature of the environment and its graph
representation, we decided to use DGN[5] in conjunction with
GATI[6] as learning architecture for our agents.

In DGN, each agent’s local observation is processed by a
first encoding layer, a multi-layer perceptron (MLP), which
transforms them into a first latent representation. Neighbor-
hood encodings are then aggregated through a series of convo-
lutional layers. The number of convolutional layers determines
the aggregation levels and thus the number of hops over
which our agent will aggregate its encoding. For instance,
one convolutional layer enables aggregation with first-hop
neighbors; adding another convolutional layer, as in our setup,
allows aggregation with both first- and second-hop neighbors.
However, it is important to note that regardless of the number
of convolutional layers, our agents will communicate only with
their neighbors, making this approach practical in real-world
applications.

While the original paper on DGN proposes the use of multi-
head dot-product attention as convolutional kernel to aggregate

Num. Curr. GPF GBF S Si S Si

Agent | Comp. | o | Reev | Send | pranst. | GPF | rant. | OPF 1 GBE D pangr, | SBF Fp | AL | | AL
P deployed time time pr time P t5 | t5 t t

0 1500 3 51 50 780 5 985 1 8 630 0 51 0.5 .. 51 0.1

TABLE I: Example of nodes’ observation




information between agents, we instead use a multi-head graph
attention network (GAT). GAT dynamically learns weights
between nodes and neighbors, also aggregating edge features
such as latency, bandwidth, and packet loss in the decision
process. This approach has already archived important results
in similar networking tasks, such as information dissemination
[7] and dynamic network bridging [8].

The output of the preceding layers is concatenated and fed
into a dueling Q network, which performs advantage and value
estimations, ultimately producing the Q-values that determine
the agent’s actions.

III. EXPERIMENTAL SETUP

In this section, we present how we set up the environment
for training and evaluation.

During each episode, a workflow of 10 jobs is generated
within the largest group of nodes. Each job has a number of
instructions randomly selected between 10° and 10° to prevent
trivial solutions where all jobs are deployed on a single node.
For each job, the data production coefficient § = 1, and the
amount of received data p = v.

To execute, jobs need to be connected to both a data source
and a destination. In our setting, three data sources and one
destination are randomly positioned within the workflow’s
node group. We set the same destination for all the jobs, while
we randomly assign the data sources.

Nodes in the simulation are categorized into one of three
possible instances representing different computing capabil-
ities: small (2500 instructions/step), medium (5000 instruc-
tions/step), and high (7500 instructions/step).

The environment supports two different path loss prop-
agation models: Free Space [9] and Okumura-Hata [10].
While we experimented with both models, the Okumura-Hata

model required extensive fine-tuning, without which the agents
struggled to understand link behavior. Consequently, we used
the Free Space model for both training and evaluation. To
avoid over-connected scenarios, we selected a path loss cutoff
value of 105 dBm based on an empirical analysis. Packet loss
for links is set to range from O to 0.1, increasing linearly with
the path loss value. The link’s throughput follows the Mathis
model [2], with an initial bandwidth of 1500 Kbit/s for all the
links in the simulation. Latency is set to 10ms for each link.

MARL was trained over 300,000 episodes, each limited to
200 steps.

IV. RESULTS AND DISCUSSION

In this section, we discuss the results obtained from evalu-
ating our policy across 80 randomly generated scenarios, each
200 steps long.

We compare our agents with an optimal CSP that maximizes
the difference between the number of instructions executed
and the data transfer time during each step. The CSP operates
in a centralized manner, with a global knowledge of the
network and control over the entire workflow, deploying all
jobs simultaneously. The maximum computational time for
the CSP to compute its solution is set to 3 seconds per step,
ensuring that the solution is optimal within this time frame.
Additionally, Table II includes the results achieved by our
agents when using the GPF and GBF heuristics instead of the
learned policy, demonstrating their ability to switch between
the two. The discussion is based on six metrics: service avail-
ability, number of deployments, average per-job completion
percentage, average per-job transmission time, latency, and
the time required to compute the solution. To demonstrate
the generalization capability of our agents, although training
was conducted with 50 agents and 10 services per workflow,

(@ (b)

(©)

Fig. 2: Workflow distribution during a MARL episode. Data sources are outlined in red and color-coded: Yellow (52 -
bottom left), Bordeaux (51 - bottom center), and Blue (53 - top right). Each service is assigned to a data source and a receiver.
The receiver is the same for all services (50 - center - light blue). The service color determines the data source to which it
must be connected. Fig. 2a shows all services initially deployed on the closest node (18). Fig. 2b illustrates the movement of
services between the sensors and the receiver. Fig. 2¢ shows final positions optimized for computational efficiency.



the evaluation also includes scenarios with 50 agents and 20
services, 100 agents with 10 services, and 100 agents with
20 services. All results were computed on a machine with an
Intel Core i9-13900F, 32 GB RAM, and an RTX 4090 GPU.

Starting with service availability, which measures the per-
centage number of steps in which our services were both
connected to the data source and the receiver, our agents
make near-optimal decisions, with a worst result in the 50/20
scenario being 5.35% less available than the optimal.

The number of deployments shows how our agents signifi-
cantly outperform the optimal solution, reducing deployments
by an average of 70.29%. This result is expected given the
deployment penalty in the reward function and highlights the
agent’s ability to anticipate or delay deployment, proactively
responding to the scenario.

The average job completion provides information about the
computational efficiency of the solution. Our agents are on
average 42.45% less efficient than the optimal CSP solution.
The gap observed between the GPF and GBF heuristics
illustrates the challenge of balancing computational efficiency
with network constraints.

The average data transmission time metric reflects the time
required for data to flow from the source to our agents
and then to the receiver. Here, our agents trade off some
computational efficiency to outperform the optimal solution,
achieving an average improvement of 4.11%. Correspondingly,
in the latency metric, MARL outperforms the CSP, being
53.38% faster.

Finally, MARL takes an average of 0.05 seconds to perform
a step in the environment, compared to 3.28 seconds for the
CSP. However, it is important to note that while MARL may
require multiple iterations to reach a final solution, the CSP
guarantees the optimum in a single step.

Fig. 2 shows a full workflow orchestration with MARL
throughout an episode.

V. RELATED WORK

Extensive research has been conducted on the topic of
orchestration in data centers and clusters. However, the edge
remains a challenging scenario due to its heterogeneous and
dynamic nature.

Similarities with the edge can be seen in fog computing.
In de Brito et al. [11], the authors proposed an architecture
for fog-enabled infrastructures based on two components:
the fog orchestrator (FO) and the fog orchestration agent
(FOA). In their architecture, each fog node has an instance
of the FOA, which performs operations such as monitoring
and resource management, controlling the life status of the
local node and the services within it. A FO sees a group of
FOAs as a centralized infrastructure and manages the lifecycle
of an orchestration across multiple fog nodes. A FOA can
seamlessly switch roles and act as a FO, thus controlling a
group of FOAs itself.

While the FOA can resemble our MARL’s agents, the
main difference lies in allowing all the nodes participating
in the architecture to act as FOs in a distributed decision-
making process. However, their paper primarily focuses on

Num. of agents  Num. of jobs CSP GPF MARL GBF
50 10 87.48 + 18.71 852 + 18.13 87.42 £ 17.24 88.05 * 16.59
- 20 89.45 + 20.28 82.2 + 17.98 84.1 + 17.95 86.35 + 18.39
1 Availability (%)
100 10 100.0 = 0.0 100.0 = 0.0 100.0 = 0.0 100.0 = 0.0
20 96.82 + 6.75 95.48 + 10.58 96.78 + 6.97 96.78 + 6.97
50 10 193.8 + 14.96 21.7 + 4.57 49.85 + 12.82 66.05 + 13.39
20 198.95 + 4.7 53.95 + 6.65 71.2 £12.26 100.65 + 18.46
J Number of deployment
100 10 199.8 + 0.52 17.95 + 4.17 4295 + 12.45 56.0 = 18.11
20 200.0 = 0.0 44.85 + 6.17 71.65 + 13.96 94.85 + 23.22
50 10 3934 + 102.83 303.22 + 68.48 209.76 + 61.26 86.74 + 25.14
. . 20 313.39 + 54.02 230.75 + 46.57 150.47 + 31.03 49.5 + 13.53
1 Avg. job completion (%)
100 10 367.97 + 59.44 346.71 £ 57.22 245.64 + 81.79 72.2 £ 23.36
20 378.56 + 81.34 338.43 £ 73.67 235.11 + 61.66 55.6 £ 20.33
50 10 1060.5 + 232.31 1078.49 + 143.03  1037.81 = 170.55  1017.37 + 176.68
L 20 1153.17 £ 166.53  1126.08 + 114.72  1101.27 + 111.56  1085.8 + 111.32
J Avg. transmission time (s)
100 10 1162.9 + 135.19 1149.6 + 131.73 1113.39 + 125.11  1097.09 * 121.99
20 1166.73 + 121.03 114091 + 117.97  1109.99 + 113.36  1095.49 + 113.95
50 10 53.99 £ 9.24 47.36 £ 7.12 36.98 + 6.75 30.34 + 5.6
20 62.41 + 1042 48.48 + 8.76 37.09 £ 6.97 30.23 + 6.44
J Latency (ms)
100 10 57.8 £ 7.31 49.65 + 8.16 40.19 + 8.83 34.51 + 7.23
20 69.12 + 7.11 55.02 £ 6.6 4446 £ 59 38.28 + 5.79
50 10 3.08 + 0.23 0.02 = 0.0 0.02 = 0.0 0.02 = 0.0
J Time to compute 20 3.2 +0.08 0.02 = 0.0 0.02 = 0.0 0.02 = 0.0
a step (s) 100 10 3.34 £ 0.15 0.09 + 0.0 0.09 + 0.01 0.09 + 0.0
20 35 +£025 0.09 + 0.0 0.1 £ 0.01 0.09 + 0.0

TABLE II: Comparison of CSP, GPF, MARL, and GBF approaches. Bold values represent the best results, while italic values
indicate the worst. The symbols 1 and | denote whether higher or lower values are preferable, respectively



the architectural details, while our primary concern is strictly
related to service orchestration.

In Bastiaansen et al. [12] and [13], the concept of federation
and trust is introduced, with multiple cloud partners sharing
or utilizing heterogeneous edge computational resources to
enable deployment of a workflow at the tactical edge. In
the presented architecture, each partner deploys within its
cloud four different components: federated resource discovery
(FRD) which provides information about the current resources
available in the federation, federated service deployment
(FSD) which performs service deployment, trust resource
management (TRM) collecting security intra-cloud metrics,
and the federated adaptive orchestrator (FAO) in charge of
computing workflow deployment plans across the federation.
Currently, the FAO relies on a CSP that optimizes over trust
values provided by the TRM component. While this approach
provides an optimal resource allocation, the FAO requires a
complete view of the network to compute its solution, and
based on the number of clouds and constraints within the
services, may require time.

Here, our approach would provide an alternative to the FAO,
removing the need for a comprehensive view of the network
and enhancing the overall solution scalability. A comparison
has been proposed in Section IV.

In recent years, multiple machine learning (ML) approaches
have been proposed for network and service monitoring. An
interesting method is presented by Zeydan et al. [14], where
the authors introduce a data-driven, ML-based node selection
strategy for mobile operators. Their ML platform collects
metrics from Kubernetes and OpenDaylight to rank and select
the most promising nodes, enhancing data connection and
restoration capabilities in the event of failures.

We see their approach complementary to ours, providing
agents with metrics to evaluate where to deploy a service.

While current literature lacks examples of MARL ap-
proaches in the context of distributed workflow orchestration,
some solutions have been proposed by abstracting the problem
to a job-shop scheduling scenario. Wang et al. [15] approach
it by assigning each job to a specific agent, allowing jobs to
select where to be scheduled. In their context, each agent can
perform S + 3 actions, where S is the number of machines
involved in the process.

This can’t apply to our use case, where the number of
services can be greater than the number of nodes, and the
policy convergence would be highly compromised by the
action space proportional to the number of nodes. A solution
to this has been proposed in Section II.

VI. CONCLUSIONS AND FUTURE RESEARCH DIRECTION

This paper proposed a DEC-POMDP formulation for the
distributed workflow orchestration problem and conducted a
preliminary study using MARL to solve it. We compared our
multi-agent solution with the corresponding CSP and demon-
strated the ability of MARL to learn decentralized policies
and achieve sub-optimal results. Future research will focus on
improving the environment by allowing for a more complex

workflow formulation, enhancing job definition, and modeling
how bandwidth is allocated when multiple jobs communicate
over the same link. Moreover, we plan to integrate our solution
in an emulated network environment, leveraging a custom in-
house network emulator [16] and the federated architecture
proposed in [13].
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