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Abstract. The Digital Twin as a Service (DTaaS) approach delivers
Digital Twin (DT) capabilities as modular, scalable, and on-demand
services and requires stateful DTs to remain operational in case of mi-
gration, fault recovery, and redeployment. However, when a DT service
is disrupted, its runtime state cannot be retrieved from external stor-
age alone: it depends on the sequence of observations received from the
physical counterpart, the Physical Twin (PT), which may not be able
to regenerate past observations on demand. We argue that state repro-
ducibility is an important property that DTaaS deployments must sup-
port. We provide (i) a semi-formal definition of reproducibility grounded
in rollback-recovery theory. We also (ii) argue that pessimistic logging
(log-based recovery) is the most appropriate recovery strategy when the
PT cannot participate in recovery. Finally, we propose (iii) an evaluation
methodology on a conveyor belt DT prototype. The results show that
state reproduction is achievable at a measurable and predictable cost.

Keywords: Digital Twin as a Service - Digital twins - Log-based recov-
ery - State reproducibility.

1 Introduction

Digital Twins (DTs) are increasingly deployed as stateful services in Internet of
Things (IoT) and Cyber-Physical System (CPS) architectures, providing contin-
uously updated virtual representations of physical assets, the so-called Physical
Twin (PT), to downstream consumers [5,3].

The Digital Twin as a Service (DTaaS) paradigm encapsulates DT functions
as modular, reusable services that support lifecycle operations such as deploy-
ment, migration, and fault recovery [3].

However, supporting these operations for stateful DTs raises an issue that
existing DTaaS approaches do not address. When a DT service is migrated, re-
deployed, or recovered after a fault, restarting the service or reattaching external
storage is not sufficient to restore its state. Consider the DT of the Computer
Numerical Control (CNC) machine with a conveyor belt [6]. Its state includes
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information derived from sequences of PT updates, e.g., average temperature
trends and total machine cycles. If part of this sequence is lost or reordered, the
resumed DT may no longer represent the state it would have reached without
the disruption.

In this paper, we argue that state reproducibility is an important property
that a DTaaS deployment must support for stateful DTs to keep working across
lifecycle operations and disruptions. Informally, a DT is state-reproducible if,
given sufficient recorded information about past observations of its PT, its state
can be reconstructed at any point in time by replaying those observations in the
same order they were originally processed.

It is worth noting that formalizing state reproducibility requires revisiting
classical rollback-recovery theory [4]. A DT differs from a classical distributed
system in one fundamental way: its state is driven by a PT that may not be
able to roll back, may not be pausable, and may not participate in any recovery
protocol. Thus, existing theory must be adapted to fit this setting.

Based on these considerations, in this paper we (i) provide a semi-formal
definition of DT state reproducibility grounded in rollback-recovery theory, (ii)
argue that pessimistic logging is the appropriate recovery strategy when the
PT cannot participate in recovery, and (iii) propose an evaluation methodology,
which we apply to a conveyor belt DT prototype.

The remainder of the paper is structured as follows. Section 2 provides back-
ground and motivation, Section 3 defines state reproducibility, Section 4 de-
scribes the implementation, Section 5 presents the evaluation, and Section 6
concludes the paper.

2 Background and motivation

Background. As defined by Grieves [5], a DT model consists of three elements:
a physical element that exists or will exist in the physical space, a virtual coun-
terpart that exists in the virtual space (the DT), and a connection between them.
Henceforth, the term PT refers to the physical counterpart of a DT.

Minerva et al. [7] identified a set of characterizing properties of DTs in the
context of IoT. Specifically, a subset of those properties was identified as foun-
dational: representativeness and contextualization, mirroring, and entanglement.
The entanglement property, to which we refer as DT entanglement and re-
cently made available as the Overall Digital Twin Entanglement (ODTE) met-
ric [2], refers to the connection between the DT and its PT. Ideally, this connec-
tion makes the two counterparts instantaneously connected, meaning that any
change in the PT is instantly reflected in the DT, and vice versa. Practically,
this cannot happen: moving data over a network or processing data always takes
time. As a rule of thumb, the average time elapsed between two changes should
be considered the upper limit for updating the counterpart [7]. When this holds,
the two counterparts are said to be entangled.

A stateful DT computes quantities derived from sequences of PT observa-
tions, e.g., rolling statistics or cumulative counters. Therefore, its state depends
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on the history of past PT observations, not only the most recent one. A DT that
has missed or incorrectly processed past observations holds a state that diverges
from the current PT condition.

DTaaS platforms encapsulate core DT functions, e.g., data collection, en-
tanglement, modelling, and analytics, as reusable service components, reducing
development effort and enabling deployment across heterogeneous infrastruc-
tures [1,3]. As services, DTs are subject to lifecycle operations such as deploy-
ment, migration, scaling, and fault recovery. These operations may disrupt the
DT and require its state to be restored.

Recent work has identified DT lifecycle management as an open challenge.
Villegas et al. [8] note that DT research still lacks management frameworks
covering their entire lifecycle. Duran et al. [3| frame DTaaS platforms as modular,
scalable and service-oriented architectures, and discuss orchestration operations
without specifying the conditions under which the internal state of a DT can be
correctly reconstructed after such lifecycle operations.

Deterministic replay is a well-established technique in distributed systems.
The foundational theory is provided by Elnozahy et al. [4], who classify rollback-
recovery protocols and introduce the piecewise deterministic assumption and the
concept of determinants. Elnozahy et al. model the outside world as a process
that cannot roll back and cannot participate in recovery, but treat it as a pe-
ripheral source of inputs. In a DT context, the PT may play the same role. The
relevant difference is that the periodic updates sent by the PT are the primary
driver of the state transitions in the DT.

Motivating case and challenges. Consider the example of a DT of a CNC
machine briefly introduced in Section 1. The PT periodically sends tool wear
measurements, spindle speed readings, temperature sensor updates, and ma-
chining cycle completions to the DT, which maintains a gathered state mirroring
current PT values and a derived state computed from sequences of past obser-
vations. In case of a disruption, the DT must be restored to a previous valid
state. The derived state cannot be reconstructed from the most recent observa-
tion alone: a sufficient sequence of past events must be available. The following
scenarios illustrate why.

C1 - Runtime state reconstruction. When a DT is migrated to a new
host, its runtime state — the volatile, in-memory information representing its
current operational context — must be reconstructed at the target. While per-
sistent data stored externally can be reattached transparently, runtime state
requires explicit handling.

C2 - Fault or inconsistent state recovery. Wrong information from
the PT may cause the DT to reach a faulty or inconsistent state, triggering
unnecessary or unsafe actions, e.g., a corrupted temperature reading triggering a
false maintenance alert or modification in the set temperature. Recovery requires
reverting to the last known correct state that preceded the fault.

Both scenarios share a common requirement: given sufficient recorded infor-
mation, it must be possible to reproduce the DT state at any point in time. We
refer to this property as state reproducibility.
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3 Our characterization of DT state reproducibility

We model the DT as a stateful service whose execution unfolds over a totally
ordered sequence of events observed from the PT. At any point in time, the DT
state reflects the information accumulated from those events since its instan-
tiation. State transitions are governed by a transition function that takes the
current state and a transition input and produces the next DT state.

3.1 Core definitions

It is worth noting that it is not required that the transition function is deter-
ministic by construction, as it may depend on information not encoded in its ar-
guments, such as internal timers, concurrent writes, or external lookups. In fact,
by following Elnozahy et al. [4], we observe that any nondeterministic behavior
in the transition function can be resolved by recording sufficient information
about the events that trigger state transitions. In log-based rollback-recovery,
this information is called the determinant of the nondeterministic event: once
the determinant is recorded in a stable storage, i.e., storage that survives the
failures the system is designed to tolerate, the event can be replayed determin-
istically during recovery.

Definition 1 (Determinant). The determinant of a nondeterministic event
s the information that, when recorded at the time of the event, is sufficient
to reproduce the same nondeterministic outcome during replay. A determinant
resolves all nondeterminism in the transition function that is not already encoded
in the current state.

We adopt this principle and apply it to the DT context. For a determinant
to enable correct replay, the transition input it produces must be sufficient.

Definition 2 (Sufficient Transition Input). A transition input is sufficient
if it contains enough information to constrain the transition function to exactly
one output state, given the current state. A transition function applied to a
sufficient input behaves as a pure function: the same state and the same input
always produce the same output.

The definition does not prescribe what the transition inputs must contain, as
that depends on the specific transition function of the DT under consideration.
What it requires is that whatever nondeterminism is present in the transition
function, the determinants resolve it completely. In the DT context, nondeter-
minism arises primarily from the ordering in which PT events are processed: the
same set of events processed in different orders may produce different states. The
determinant must therefore capture sufficient information to establish a total or-
der over processed events. How that order is determined is an implementation
choice that affects reproducibility guarantees and must be made explicit.
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Definition 3 (DT State Reproducibility). A DT is state-reproducible over
a time window if, for every transition within that window, sufficient determinants
have been recorded that the DT state can be reproduced by replaying the complete,
ordered sequence of those determinants, starting from a known state immediately
preceding the first recorded information, without directly observing or copying
intermediate DT states.

Replaying the complete determinant sequence from the initial state guar-
antees reproducibility but may be costly for long-running DTs with large logs.
Following Elnozahy et al. [4], log-based recovery can be combined with check-
pointing, i.e., periodic snapshots of the DT state saved to stable storage.

Note that a checkpoint is typically much larger than a determinant and thus
more expensive to be permanently stored and processed. Reproduction from a
checkpoint is correct as long as the sequence of determinants recorded after the
checkpoint is complete.

3.2 Log-based recovery: pessimistic logging towards a solution

DT state reproducibility does not require the PT to roll back or participate in
any recovery procedure. The PT is treated as an outside world process in the
sense of Elnozahy et al. [4]: it cannot roll back, it cannot be paused, and it has no
awareness of the DT state reproduction process. This is precisely why log-based
methods are the appropriate foundation for DT state reproducibility. In fact,
log-based recovery is particularly suited to applications that frequently interact
with the outside world and, for DTs, the PT continuously generates events that
drive DT state transitions.

Among the three flavors of log-based recovery [4], i.e., optimistic, causal, and
pessimistic, we state that pessimistic logging is the appropriate choice for DT
state reproducibility.

Optimistic logging defers persistence of determinants, accepting the risk that
a failure may cause some to be lost. In a DT, the PT may not be able to
regenerate past observations. While middleware or broker-level mechanisms may
buffer messages and partially compensate for this risk, such mechanisms operate
outside the DT.

Causal logging requires piggybacking dependency information on messages
exchanged between coordinated processes, which may have no equivalent in the
DT-PT interaction since the PT may not support a recovery protocol.

Pessimistic logging requires persisting each determinant before the corre-
sponding event is admitted to the processing pipeline, and therefore it is the
only flavor that maintains the reproducibility guarantee given an uncoordinated,
non-regenerating PT.

3.3 Operational considerations for building a solution

Determinants have to be stored in stable storage [4] and state reproducibility
imposes a requirement on the nature of the stable storage. A DT may be rede-
ployed or migrated to a different host as part of regular operations, but a local
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stable storage tied to a specific host would not survive such operations, mak-
ing previously recorded determinants unavailable. This work does not address
recovery strategies for the case in which state reproduction itself fails, e.g., due
to corruption or incomplete determinant logs.

In addition, state reproduction may temporarily break DT-PT entanglement.
While the DT replays past determinants, it is no longer processing incoming PT
events. During this interval, PT updates must be buffered to avoid loss. Once re-
production is complete and the DT resumes processing live events, entanglement
is restored naturally as the DT catches up with the current PT state. Alternative
architectures may reduce or eliminate this entanglement break, but are outside
the scope of this work.

A DT may also issue commands to the PT. Re-issuing them during repro-
duction may cause unintended physical consequences, since the PT may have
already acted on them. This is an instance of the output commit problem [4],
which we leave out of scope.

4 Prototype implementation

We implemented the DT of a conveyor belt together with an emulated PT.
Figure 1 shows the architecture of the prototype and the interaction between
components during normal operations and state reproduction. We model the
PT as an outside-world process. The prototype consists of an emulated PT, a
DT, a Mosquitto Message Queuing Telemetry Transport (MQTT) broker, and
a MongoDB instance acting as stable storage, consistent with the requirement
established in Section 3.3.

The black solid flow of Figure 1 shows the normal operation flow, in which a
DT processes a PT update. The PT, through the connection handler, (I) pub-
lishes an update to the MQTT broker, which (2) delivers it to the DT connection
handler. The connection handler (3) forwards the update to the determinant
logger, which creates the determinant and (4) persists it. Once the determinant
is safely persisted, the determinant logger notifies the connection handler that
sends the PT update to the gathered state processor and derived state processor
so they can (5) execute the state transition.

In our prototype, nondeterminism arises from two sources: the sequence of
updates received from the PT and the order in which concurrent handlers commit
state-changing transitions. Each state transition is executed atomically and each
state-changing event is assigned a monotonically increasing sequence number
at receipt, before any processing occurs. The ordering policy adopted in this
prototype is FIFO: events are processed in the order they are received by the
DT, ensuring that replay follows the same sequence and produces the same
state. The determinant of each PT update consists of the event payload and its
assigned sequence number.

The blue dashed flow of Figure 1 shows the operations flow during state
reproduction. State reproduction is (1) triggered by an external invoker, e.g., a
Kubernetes component or a DTaaS platform manager, via a REST API exposed
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Fig. 1: Architecture of the prototype (some arrows are omitted for readability).

by the DT. First, the DT disconnects from the MQTT broker to ensure no new
state transition occurs during reproduction. To satisfy the buffering requirement
(see Section 3.3), the DT connects to the MQTT broker using a persistent session
with a fixed client identifier: incoming PT updates are (2) retained by the MQTT
broker while the DT is disconnected. Then, the DT resets to an empty initial
state. The state reproducer queries stable storage (MongoDB), which (3) sends
all stored determinants ordered by the assigned sequence number. The state
reproducer forwards the determinants to the gathered state processor and derived
state processor so they can (4) replay them through the transition function. Once
reproduction is complete, the DT reconnects to the MQTT broker, which (5)
delivers all retained messages before normal operation resumes.

State equality is verified after each reproduction by comparing the logical
state of the reproduced DT against the original field by field: the gathered state
variables, the derived state buffer, and the connection buffer entries. Execution
metadata, i.e., message receipt timestamps and processing times, are excluded
from the comparison, as they reflect execution conditions, e.g., network timing
and hardware speed, rather than the logical state of the DT.

The DT-PT entanglement is not part of the logical state subject to repro-
duction. It is undefined during state reproduction, as the connection with the
PT through the MQTT broker is intentionally suspended.

5 Evaluation

Setup. The evaluation is conducted using a containerized deployment managed
with Docker Compose v5.5.1 and Docker v29.8.0 on a single host (Intel Core
Ultra 7 155U, 12 cores / 14 threads, 32 GB RAM, Ubuntu 24.04.5 LTS). The
setup consists of four components: the emulated PT, the DT, a MongoDB v6.0.5
instance acting as stable storage, and the Mosquitto MQTT broker v2.0.15. All
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experiments are repeated 10 times per configuration. The prototype serves as
feasibility validation of the methodology, rather than as a benchmark, and the
metrics apply to any DT scenario. We address three research questions:

— RQ1. How does state reproduction time scale with the number of stored
determinants? We measure state reproduction time: the elapsed time from
the moment state reproduction is triggered to the moment the DT state has
been fully reconstructed;

— RQ2. What is the per-event latency introduced by pessimistic determinant
logging compared to the transition function execution? We measure write
latency, the time to persist a determinant before the event is admitted to the
processing pipeline, and processing latency, the time to execute the transition
function for a single PT update, excluding persistence;

— RQ3. How long does the DT take to become fully operational again after
state reproduction? We measure ODTE recovery time: the elapsed time from
the moment state reproduction is completed to the moment the ODTE is
restored above a threshold of 7 = 0.9.

To evaluate reproduction time and entanglement recovery, the PT update
rate is fixed at r = 5 events per second, the determinant BSON-encoded size is
approximately 0.4 KB, and the number of stored determinants is varied across
N € {100, 200, 500, 1000, 2000, 5000, 10000}. To evaluate per-event logging and
processing latency, the number of determinants is fixed at 500 and the PT update
rate is varied across r € {1, 5, 10, 20, 50, 100, 200} events per second. To evaluate
the effect of determinant size on write latency, the update rate is fixed at r =5
events per second, the number of determinants is fixed at 500, and the deter-
minant size is varied across {0.4, 10, 100, 500, 1024, 5120, 10240} KB by padding
each document to the target BSON-encoded size before persistence. DT-PT en-
tanglement recovery is based on the ODTE metric [2], which ranges from 0 to 1,
where 1 denotes perfect entanglement. The ODTE computation window is set
to 10s with a refresh interval of 0.5s. Entanglement recovery time is measured
from the moment the DT reconnects to the PT through the MQTT broker after
state reproduction until ODTE exceeds a threshold of 7 = 0.9.

Results. (RQ1, RQ3) — State Reproduction Time and Time to
Fully Operational DT. Figure 2 shows state reproduction time and total time
to a fully operational DT as a function of the number of stored determinants V.
State reproduction time grows linearly with N, ranging from 0.08s at N = 100
to 5.46s at N = 10,000. This linear scaling is consistent with the sequential
nature of determinant replay. State equality was verified in all rounds across
all configurations, confirming that the sufficiency condition is satisfied by the
recorded determinants in every case.

ODTE recovery time takes one of two values across all runs, 9.10s or 9.61s,
independent of V. The 0.5 s difference corresponds to the ODTE refresh interval,
at which the crossing of 7 is detected. This result is consistent with the ODTE
computation window of 10s used in the prototype. In deployments with longer
computation windows, recovery time may increase accordingly.
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The total time to a fully operational DT, i.e., the sum of reproduction time
and entanglement recovery time, grows from 9.2s at N = 100 to 15.0s at
N = 10,000. For small event logs, total time is dominated by entanglement
recovery, since few determinants need to be replayed and each is processed with
negligible overhead relative to the fixed ODTE computation window. For large
logs, reproduction time may become the dominant factor.

(RQ2) — Per-Event Latency. Write latency averages 2.87 + 0.38 ms per
event and transition function latency averages 0.72 + 0.07 ms, for a total per-
event cost of approximately 3.6 ms in the prototype. The write latency depends
on event payload size and network latency between the DT and its stable storage
backend; the reported values are measured in a single-machine deployment with
no network latency between components, and represent a lower bound for dis-
tributed deployments. In deployments with more complex transition functions,
the balance between logging and processing costs may differ.

Figure 3 shows write latency as a function of determinant size. Write latency
remains stable at approximately 3.2+ 0.1 ms for determinant sizes up to 100 KB.
Above this threshold, latency increases significantly, reaching 5.5 + 0.2ms at
1MB and 45.7 £ 1.2ms at 10 MB.

Overall, the results indicate that DT state reproducibility is achievable at a
measurable and predictable cost.

6 Conclusions

We argued that DT state reproducibility is an important property for dependable
lifecycle management of stateful DTs. The key observation is that a DT differs
from classical distributed processes because its state is continuously driven by
a PT that may not roll back, may not be pausable, and may not be able to
regenerate past observations on demand. For this reason, lifecycle operations
require explicit conditions under which the DT state can be reconstructed from
recorded information.

Building on log-based rollback-recovery theory, we characterized DT state re-
producibility in terms of sufficient determinants, ordered replay, and reconstruc-
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tion from a known state without copying intermediate states. On a conveyor belt
DT prototype, we show that state reproducibility is achievable at a measurable
and predictable cost.

Several challenges remain open. Out-of-order events require PT-side ordering
semantics, since FIFO ordering at receipt cannot restore causal order. Nondeter-
minism not captured by determinants must be logged or excluded. Crash consis-
tency across persistence, state update, and acknowledgment, including duplicate
deliveries, requires a precise failure model. Checkpointing can bound reproduc-
tion time, and DTs that command their PT face the output commit problem.
Distributed deployments and comparison with event sourcing and broker-based
replay remain to be studied.
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