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An Orchestration System for Digital Twin
Trustworthiness in Industrial Environments

Nicola Bicocchi
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, Mattia Fogli

Abstract— Digital twins (DTs) are increasingly used in
industrial environments to mediate interactions between
applications and physical assets. However, existing orches-
tration approaches treat DTs as conventional software com-
ponents, overlooking their cyber-physical nature and the
resulting trustworthiness challenges. In such systems, vio-
lations of timing, resource, or data constraints can compro-
mise the fidelity of the DT-physical twin (PT) relationship. In
this paper, we propose a trustworthiness-driven orchestra-
tion system where trustworthiness is modeled as a multi-
dimensional runtime invariant. The system implements a
continuous control loop that monitors relevant metrics and
enforces corrective actions, such as resource reallocation
or migration across the cloud-to-edge continuum. We val-
idate the approach through a Kubernetes-based prototype
and large-scale simulations. Results show that the system
effectively detects violations and restores DT-PT entangle-
ment under dynamic conditions, demonstrating the feasi-
bility of invariant-driven orchestration for industrial DTs.

Index Terms— Digital Twins, Industry 4.0, Internet of
Things, Orchestration, Trustworthiness

[. INTRODUCTION

Early Internet of Things (IoT) implementations in indus-
trial environments often relied on ad hoc approaches, where
applications interacted directly with machines through their
application programming interfaces (APIs) [1]. However, this
approach introduced challenges due to the heterogeneity of
machines and the potential for conflicting interactions from
multiple applications [2], [3]. These limitations have driven the
adoption of digital twins (DTs), which act as intermediaries
between industrial machines, i.e., physical twins (PTs), and ap-
plications [4], [5]. Recent advances in microservices, service-
mesh architectures, and quality of service (QoS) metrics
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have facilitated the adoption of DTs [6]. These approaches
frequently treat DTs as conventional software components,
overlooking their inherently cyber-physical nature [7], [8]. The
cyber-physical nature of DTs implies that they not only pro-
cess digital information but also influence physical processes.
Neglecting this coupling can compromise trustworthiness in
ways that standard software metrics cannot capture [6], [9].

Ensuring the trustworthiness of cyber-physical DTs in in-
dustrial environments poses significant challenges due to their
real-time interaction with physical machines. For example, a
DT controlling a robotic arm must be properly entangled with
it to avoid production errors or collisions, a DT monitoring
chemical reactions requires accurate and up-to-date sensor
data to prevent the enforcement of unsafe commands, and
a DT connected to multiple applications may be exposed to
conflicting or malicious instructions that could compromise
both digital and physical assets [2], [5]. Standard software
and network metrics alone cannot capture these timing, safety,
and security requirements. To address these challenges, we
propose a DT orchestration system for trustworthiness in
industrial environments. The scientific novelty of our work lies
in introducing a trustworthiness-driven orchestration loop for
DTs, which continuously monitors and coordinates multiple
trustworthiness dimensions at runtime. Unlike conventional
orchestration approaches that focus on software or network
metrics, our system treats trustworthiness as a first-class,
multi-dimensional runtime invariant: if a DT no longer sat-
isfies the trustworthiness requirements, the system detects
the violation and remediates it—for instance, by migrating
the DT to a location that restores the invariant. This multi-
dimensional orchestration loop represents a new principle for
DT management in industrial environments, going beyond
prior work that primarily considers static or software-centric
orchestration [2], [8].

The contribution of this work is threefold. First, we ex-
tend the concept of trustworthiness to cyber-physical systems
(CPSs), specifically targeting industrial environments [5], [7].
In doing so, we highlight how traditional notions of soft-
ware trustworthiness—focusing on availability, reliability, and
performance—are insufficient when systems directly interact
with physical processes. Second, we propose and describe a
dedicated orchestration system for DTs in industrial environ-
ments, in which trustworthiness is a core design criterion. The
system enforces trustworthiness requirements across multiple
dimensions. Third, we validate the proposed system through
both experimental deployment in real industrial setups and
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large-scale simulations. The experimental evaluation demon-
strates the system effectiveness in maintaining trustworthiness
under diverse operational conditions, while the simulations
allow us to assess scalability, performance, and robustness in
scenarios that would be challenging to reproduce physically.
Together, these evaluations provide empirical evidence of the
system capability to ensure trustworthy operations of DTs in
industrial environments.

The remainder of the paper is organized as follows. Sec-
tion II provides background and motivation for DTs in indus-
trial environments. Section III introduces the foundational con-
cepts of DT trustworthiness. Section IV details the proposed
orchestration system, including its design and implementation.
Section V presents the evaluation, combining experimental
validation and large-scale simulations. Finally, Section VI dis-
cusses conclusions and outlines directions for future research.

Il. BACKGROUND AND RELATED WORK

This section provides an overview of industrial DT deploy-
ments and reviews the related work most pertinent to our
approach.

A. Background on Industrial DT Deployments

Modern industrial environments are typically organized into
three layers: shop floor, plant, and enterprise (see Fig. 1a). The
shop floor layer is further divided into three sub-layers and
focuses on field industrial automation. This includes sensors
and machines for measurement and actuation, programmable
logic controllers (PLCs) that directly control machines, and
Supervisory Control and Data Acquisition (SCADA) systems
along with human-machine interfaces (HMlIs) for monitoring
and supervision. The plant layer is responsible for managing
manufacturing processes and machine operations, typically
using a manufacturing execution system (MES). The enterprise
layer handles decision-making for planning operations, relying
on an enterprise resource planning (ERP) system to gather
data from various business assets, such as supply chains and
production processes. As such, modern plants are character-
ized by various logical domains and networks, which may
differ significantly in terms of both quantitative and qualitative
requirements. These include computers directly connected to
machines, edge nodes close to machines, or small-scale private
data centers within control rooms. In this distributed environ-
ment, DTs are increasingly used as intermediaries between
machines and applications. Specifically, DTs are deployed
based on their intended purpose, the devices they interact with,
and the required performance (see Fig. 1b).

For example, DTs that interact directly with machines and
PLCs are traditionally deployed close to them, such as on-
premises edge nodes, to achieve low latency and high data
throughput. Instead, DTs interacting with MESs or ERPs
are usually deployed within the control room, where more
resources are available but at the cost of increased latency
when interacting with machines. In such a scenario, DTs
are deployed not only on-premises (on edge nodes or within
the control room), but also on remote cloud nodes, thus
trading abundant and scalable resources for potential network

congestion and increased latency. Finally, to achieve a trade-
off between performance and latency, it is also possible to run
DTs on public nodes close to the plant, such as Multi-access
Edge Computing (MEC) nodes managed by telecom operators.

Note that, on the one hand, DT orchestration across the
cloud-to-edge continuum offers greater flexibility and can
enable deployment solutions that would not be feasible other-
wise. On the other hand, due to the cyber-physical nature of
DTs, it is essential to adopt appropriate techniques for monitor-
ing and assessing the suitability of nodes that could host and
run DTs, as well as the underlying network interconnecting
PTs, DTs, and applications.

Several metrics have been proposed to monitor the per-
formance of networked devices. For example, the Overall
Equipment Effectiveness (OEE) metric, originating from man-
ufacturing, offers a comprehensive measure of production
equipment efficiency by integrating availability, performance,
and quality [10]. In contrast, quality of experience (QoE)
focuses on the subjective experience of users interacting with
digital services [11], quality of information (Qol) evaluates the
intrinsic quality of data itself—critical for domains reliant on
accurate and reliable information [12]—and age of information
(Aol) captures the freshness or timeliness of data in real-
time communication systems [13]. Similarly, but specifically
designed for cyber-physical scenarios, the Overall Digital
Twin Entanglement (ODTE) metric [14] has recently been
proposed to measure in a concise yet expressive way the DT-
PT entanglement (i.e., how well the DT represents the actual
state of its PT, which in our case is an industrial machine).
It is conceived as the product of three factors: timeliness (T'),
i.e., the distribution in time of status updates received from the
PT, reliability (R), i.e., the ratio of the received state updates
to the expected ones, and availability (A), i.e., the expected
up-time of the PT from the perspective of the DT.

ODTE=T x Rx A (1)

It is worth noting that, while the ODTE metric captures
important aspects of entanglement quality, it does not encom-
pass the full range of potential challenges. For example, a DT
might have access to sufficient computational resources and
receive the required data in a timely manner, yet still provide
an unreliable representation of the corresponding PT. This can
arise due to various factors, such as human errors introducing
inaccuracies, security breaches compromising data integrity or
the DT itself, or insufficient quality of the upstream PT data,
which may be incomplete or erroneous.

Given these limitations, we advocate for a holistic man-
agement approach based on the concept of trustworthiness
in industrial settings. The aim is to orchestrate DTs by
accounting for a combination of qualitative and quantitative
factors, thereby ensuring more reliable and robust digital
representations, as further elaborated in the following sections.

B. Background on Digital Twins

The role of DTs has recently gained renewed attention
from both scientific and industrial communities. Research has
focused on clarifying definitions and responsibilities while
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Fig. 1: Industrial environment organization: (a) hierarchical layering from field devices to enterprise planning, and (b) distributed

orchestration framework spanning the cloud-to-edge continuum.

identifying challenges and opportunities, especially within IoT
and Industrial Internet of Things (IIoT) applications [15]-[17].
DTs are increasingly regarded as integral components of CPS
architectures, modeling physical assets and machines [18],
encapsulating computational modules of physical compo-
nents [19], and supporting patterns in the Reference Archi-
tecture Model Industrie 4.0 (RAMI 4.0) ecosystem, including
manufacturing and administrative processes [20], [21]. Within
this ecosystem, DTs are envisioned as flexible, adaptive soft-
ware entities capable of enabling context-aware, autonomous,
and adaptive applications across diverse domains [22].
Siqueira and Davis [23] reviewed the use of microservices
for DTs, highlighting how this paradigm supports software
infrastructures aligned with Industry 4.0. They note that while
containerization is mature in cloud environments, embedded
devices still face limited support, and full interoperability
with orchestrators such as Kubernetes remains critical for
coordinated DT deployment. Azarmipour et al. [24] explored
dynamic management by modeling MESs and PLCs as compo-
sitions of microservices, while Damjanovic and Behrendt [25]
emphasized leveraging containerized microservices for indus-
trial DT deployment. Core components in these solutions often
rely on technologies such as Apache Kafka, RabbitMQ, Elas-
ticsearch, Grafana, and Hadoop. Despite these contributions,
the formalization of software modeling and design patterns
that capture the core properties and responsibilities of DTs
remains an open research challenge [22], [26].
Trustworthiness in DTs has been addressed from multiple
perspectives. Suhail et al. [27] combined data provenance with
blockchain to guarantee trustworthy data in IIoTs settings,
enabling reliable predictive maintenance. Sasikumar et al. [28]
proposed blockchain-enabled DTs to support the emerging
fifth industrial revolution. Vitale et al. [29] introduced a
framework for industrial CPSs that integrates data-driven and
process-based analyses, enhancing explainability and trust-
worthiness compared to purely data-driven methods. Bicocchi
et al. [30] investigated the essential characteristics of DT
trustworthiness, emphasizing mechanisms to enforce end-to-
end trustworthiness while connecting applications with PTs.
While these works provide valuable insights on DT trust-
worthiness from the perspectives of data integrity, design, and
general properties, they do not tackle the challenge of estab-
lishing and maintaining trustworthiness in complex industrial
environments, where multiple heterogeneous DTs coexist to

link applications with physical machinery.

I1l. DT TRUSTWORTHINESS IN INDUSTRY 4.0

The limitations affecting the ODTE metric (see Section II)
underscore the importance of considering an extended set of
aspects to ensure that a DT consistently mirrors its PT. As
highlighted in [9], a comprehensive trustworthiness evaluation
should account for several critical factors, including both
quantitative and qualitative ones. To address the multifaceted
nature of trustworthiness in industrial DT deployments, we
identify six key requirements that drive the design of our
orchestration system architecture. These requirements com-
prise quantitative dimensions—Entanglement Awareness (R1),
Variable Load Resilience (R2), and Cloud-to-Edge Contin-
uum Mobility (R3)—and qualitative dimensions—Declarative
Description (R4), Observability (RS), and Security (R6). To-
gether, they define the core architectural components and
mechanisms required to ensure DTs are not only operationally
efficient but trustworthy as a whole. Table I summarizes these
requirements, highlighting their main objectives within indus-
trial environments. The remainder of this section elaborates
on each requirement, establishing the design principles for the
orchestration system detailed in Section IV.

A. Entanglement Awareness

The first requirement, Entanglement Awareness (R1), con-
cerns using a metric, e.g., the ODTE, to assess whether
DTs accurately mirror their PTs. In this respect, industrial
systems are typically organized into hierarchical zones, each
with its own set of operational requirements and constraints.
The interaction between DTs and PTs across different zones
requires an architecture that understands these interdependen-
cies and how they may influence entanglement monitoring and
measurements. For instance, a DT overseeing an assembly line
should be aware of other DTs operating in adjacent stations
to ensure synchronized operations and prevent conflicts. A DT
controlling a robotic arm in a car manufacturing plant would
be impacted by the availability of parts managed by an up-
stream DT responsible for conveyor belt logistics. Effectively
managing these dependencies helps minimize downtime and
enhance coordination.
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TABLE I: Trustworthiness requirements for industrial DT deployments

ID Requirement Key Objectives

R1 Entanglement Awareness Monitor and assess DT-PT entanglement quality through metrics; manage inter-DT dependencies across hierarchical
zones; ensure coordinated operations

R2 Variable Load Resilience Dynamically allocate computational and memory resources based on operational demands; support augmentation
functions; maintain real-time control loops under varying loads

R3  Cloud-to-Edge Continuum Mobility ~ Enable seamless DT migration across distributed nodes; optimize placement considering latency, resources, and
operational constraints; adapt to evolving demands

R4 Declarative Description Provide standardized, structured descriptions of PTs, DTs, and applications; distinguish deployment specifications from
DT characteristics; enable automated deployment

RS Observability Correlate digital and physical performance indicators; integrate real-time monitoring with historical knowledge; support
root-cause analysis and proactive decision-making

R6 Security Embed security from the outset; implement role-based access control; ensure encrypted communication; systematically

manage security policies across zones

B. Variable Load Resilience

Variable Load Resilience (R2) refers to the ability to manage
computational and memory resources based on actual needs,
adapting to changes in requirements and functionalities, as
well as the incorporation of augmentation functions within
DTs. In industrial environments, the amount of requests sent
to DTs can fluctuate based on operational needs, with vary-
ing computational and network resource requirements (e.g.,
adding an intelligent functionality to detect anomalies in
accelerometer data). Unlike traditional information technology
(IT) systems, industrial environments are designed for opera-
tional technology (OT), which typically operates under fixed
resource constraints. DTs should be capable of dynamically
adjusting to these fluctuations without disrupting industrial
operations. For example, if data processing demands rise due
to predictive maintenance analytics running on multiple DTs,
the system should efficiently reallocate computing resources.
Furthermore, augmentation functions can be introduced to
extend the capabilities of DTs, ensuring that real-time control
loops are not affected. Load balancing mechanisms are critical
to prevent overload on network segments that are essential for
robotic controllers.

C. Cloud-to-Edge Continuum Mobility

Cloud-to-Edge Continuum Mobility (R3) enables DT in-
stances to seamlessly migrate between distributed nodes (e.g.,
cloud, edge, and intermediate ones) based on operational
needs. The system should be capable of understanding in-
frastructure layers, OT constraints, and asset monitoring to
determine the optimal placement of DTs and applications.
This mobility should consider varying governance models,
stakeholder requirements, and infrastructure limitations. For
instance, in a smart factory, a DT initially deployed in the
cloud for artificial intelligence (AI) model training might need
to migrate to an edge node for real-time inference to reduce
latency. However, the edge node may not have sufficient
computing resources to sustain the model (R2). Conversely,
keeping the DT in the cloud preserves compute capacity
but increases latency, which may break entanglement (R1).
Therefore, placement decisions must account for multiple
trustworthiness dimensions simultaneously. When orchestrat-
ing multiple DTs, placing all of them near their PTs may

not be feasible due to limited resources, network constraints,
and competing operational priorities. The orchestration system
must therefore balance proximity to PTs with efficient resource
utilization while adhering to industrial cybersecurity policies,
operational constraints, and awareness of the target deploy-
ment characteristics. DTs should be flexible enough to move
across nodes, ensuring they can adapt to evolving operational
demands. Additionally, mobility should take into account the
needs of different stakeholders, governance models, and the
availability of cloud-native technology stacks to guarantee
smooth and effective integration across diverse environments.

D. Declarative Descriptions

Declarative Descriptions (R4) provide a standardized, struc-
tured representation of DT requirements that extends beyond
the configuration and characteristics of individual DTs to
include associated applications and PTs. This approach en-
sures a consistent and comprehensive modeling of all relevant
elements within the industrial environment. Additionally, a
clear separation should be maintained between the description
of a DT itself and the specifications concerning deployment,
dependencies, and execution parameters of industrial appli-
cations. For example, a DT representing a machine should
include not only metadata specifying permissible tool changes,
power limits, and connectivity with ERP systems, but also a
description of how associated applications interact with the DT
and other components, such as OT modules or HMI devices.
Such a uniform and structured representation is essential
for enabling advanced functionalities, supporting automated
deployment, ensuring operational consistency, and facilitating
seamless integration across industrial ecosystems.

E. Observability

Observability (RS5) provides deep insights into whether
a DT is operating correctly and, if not, helps to identify
the underlying causes. This can be achieved by integrating
real-time monitoring with knowledge-based systems. Unlike
conventional IT observability, which primarily focuses on
software performance metrics, industrial observability must
directly correlate digital metrics with physical performance
indicators. Such a holistic approach ensures that both real-
time operational data and historical knowledge contribute to



BICOCCHI et al.: ORCHESTRATION SYSTEM FOR DT TRUSTWORTHINESS IN INDUSTRIAL ENVIRONMENTS 5

3
ﬁg Applications

| B v |

T4

Digital Twins

[€>

>
’ Management Interface (MNI) ‘ ’Monitoring Interface (MOI)‘

A 4
v [ —
P ‘ Nogual Digital Twins
Z2 - Physical Twins Infrastructure Manager 9
21 - Physical Twins ¢ Infrastructure
{ Virtuali: Infrastructure Physical Twins
’ Z0 - Physical Twins ‘ | H Cloud ][ On-Premises ]

Trustworthy Manager
(TM

=>

A
\/

Inventory

—
<}:] Zones &

Digital Twins Infrastructure

Physical Twins Applications

Orchestrator
Data Plane

<
Data

)
L Control Plane

<:’> Reporting

| <—> Commands

Digital Twins

Infrastructure

i Components

]

Infrastructure Modules:

Trustworthy Modules

Fig. 2: Overview of the proposed industrial orchestration system for DT trustworthiness.

system awareness, diagnostics, and optimization. For example,
a DT managing an industrial cooling system should combine
real-time temperature measurements, fan speed telemetry, and
predictive alerts with historical maintenance records and con-
textual knowledge. Full observability is especially critical in
hierarchical and highly interconnected industrial ecosystems,
where a single malfunction or performance degradation can
propagate across multiple assets and zones. A comprehensive
observability strategy is therefore essential to ensure reliabil-
ity, efficiency, and safety, making it a core requirement for
trustworthy DT deployments.

F. Security

Security (R6) must be integrated into industrial DT plat-
forms from the outset, reflecting the critical nature of industrial
operations. This involves ensuring that DTs do not compro-
mise the underlying platform, and vice versa. Unlike conven-
tional IT environments, industrial systems operate under strict
safety and reliability requirements, making robust cybersecu-
rity essential to prevent operational disruptions and potential
threats. A structured, uniform approach should be adopted to
systematically document and manage security policies, access
control mechanisms, and vulnerabilities across different zones,
considering their heterogeneous characteristics and operational
constraints. For example, a DT interacting with a PLC should
enforce role-based access control, maintain an up-to-date secu-
rity inventory, and use encrypted communication channels to
mitigate cyber threats such as unauthorized command injection
or data tampering. By embedding security at every level—
from DT models to their interactions with PTs—industrial
environments can achieve reliable deployments that safeguard
both digital and physical assets.

V. INDUSTRIAL ORCHESTRATION SYSTEM FOR DT
TRUSTWORTHINESS

Based on the above considerations, we propose a
trustworthiness-driven orchestration system for industrial en-
vironments that treats trustworthiness as a first-class, multi-
dimensional runtime invariant, continuously monitoring and
enforcing the requirements defined in Section III across the DT

lifecycle (light-gray modules in Fig. 2). The system consists
of functional components (dark-gray modules in Fig. 2) that
receive DT-instantiation requests from applications, manage
the lifecycle of DTs, and monitor their execution to ensure
that trustworthiness requirements are met.

Applications can request services from a DT associated
with a given PT (e.g., industrial machinery) and specify
trustworthiness requirements accordingly. These requirements
can range from performance targets (e.g., maximum response
time) to deployment constraints (e.g., the DT must execute
within zone Z2). These specifications are received by the
Trustworthiness Manager (TM), which identifies a suitable DT
from those available in the Digital Twin Applications Registry
for the given PT. Each identified DT may include additional
trustworthiness requirements to be handled by the TM, such
as the requirement to run on graphics processing unit (GPU)-
powered machines.

Once all requirements have been processed and a suitable
DT candidate has been identified, the TM forwards an instan-
tiation request to the Orchestrator, specifying the subset of
computing nodes that satisfy the overall trustworthiness re-
quirements. The Orchestrator gathers status information from
these nodes via the Monitor module, which collects reports
from each node and serves as a structured repository for
metrics, logs, and events related to security threats, network
performance, resource utilization, and DT execution. Based
on the trustworthiness requirements provided by the TM and
the real-time resource status obtained from the Monitor, the
Orchestrator selects the most suitable node for DT deployment.
The actual instantiation depends on the chosen node and can
be carried out either through a recipe—such as a shell script
or Ansible playbook executed directly on the target server—or
by interacting with a Virtual Infrastructure Manager (VIM),
for instance using a Helm chart in Kubernetes-orchestrated
environments.

Once instantiated, DTs interact directly with their corre-
sponding PTs as well as with applications, providing the re-
quested services. During execution, the TM monitors the status
of each DT through the Monitor module, which periodically
collects performance data via the monitoring interface (MOI).
By analyzing the information stored in the Monitor, the TM
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can observe DT behavior, assess overall system performance,
and detect anomalies over time, ensuring that the trustworthi-
ness requirements specified by the application are continuously
met. If any issues are detected, the TM may attempt to recon-
figure the DT, for instance by adjusting resource allocation,
modifying execution parameters via the management interface
(MNI), or migrating the DT to another node. Should the
problem persist, the TM may deallocate the DT and notify the
application. This design relieves applications from the need to
monitor DT execution or verify compliance with trustworthi-
ness requirements. In this framework, any malfunctioning DT
is considered untrusted and is prevented from interacting with
applications. Additionally, the TM can leverage performance
metrics from other computing or networking nodes to detect
or even predict potential malfunctions in DT operations.

To clarify the interactions among the entities in the proposed
platform, Fig. 3 illustrates the sequence diagram for the DT
creation procedure. The process begins when an application
issues a DT service request, specifying the service name and
the target PT. The TM first processes this request by querying
the inventory for DTs capable of handling the specified PT.
The inventory responds with a list of references to suitable
DTs, along with their associated trustworthiness requirements,
which may include computing capacity, required capabilities
(e.g., GPUs), maximum status-refresh intervals, and deploy-
ment constraints (e.g., restricted to zone Z1). Importantly, at
this stage and in the subsequent steps, only references to DTs
(such as their identifiers) are shared among nodes (see DT _ref;
in Fig. 3). Upon receiving the list, the TM selects the most
appropriate DT candidate and issues an instantiation request
to the Orchestrator. By doing so, the TM implicitly defines the
subset of computing nodes where the DT may be deployed—
for example, restricting execution to on-premises nodes or
excluding cloud resources. This selection is guided by the
specific requirements of the DT, particularly those related to
updates of the state, which can only be satisfied by a subset
of nodes due to their absolute or residual capacity.

The Orchestrator receives a reference to the selected DT
along with its associated requirements and determines the
actual node where the DT will be deployed. Here, the Or-
chestrator makes the final node selection—taking into account
current resource utilization and availability—whereas the TM

has previously identified only a subset of candidate nodes. This
two-step decision-making process is necessary because the TM
evaluates trustworthiness requirements across multiple DTs
using a high-level view of the computing infrastructure, while
the Orchestrator possesses detailed, up-to-date knowledge of
the resource usage on each individual node.

The instantiation of the DT is carried out by the VIM, which
uses the received DT reference to retrieve the corresponding
software package (DT_pkg; in Fig. 3) and deploys it on
available nodes, depending on the deployment choice made
by the Orchestrator. Once the DT is successfully spawned,
all relevant entities, including the application involved in the
creation process, are notified. Subsequently, the DT begins
issuing periodic status updates to the TM.

In summary, the TM enforces a continuous control loop
of observation, assessment, decision-making, and actuation to
uphold trustworthiness requirements. It collects telemetry on
entanglement, load, and security events, evaluates compliance,
and triggers corrective actions as necessary: DTs may be mi-
grated across the cloud-to-edge continuum, execution parame-
ters adjusted via declarative interfaces with full observability,
or, when integrity cannot be ensured, DTs decommissioned
and prevented from further interaction with applications.

V. EVALUATION

The evaluation of the proposed orchestration system is
conducted in two stages. First, we perform a small-scale proof-
of-concept prototype evaluation. Next, we carry out a system-
level simulation at scale using an event-driven simulator.

The orchestration system treats trustworthiness as a first-
class, multi-dimensional runtime invariant (see Table I). Our
experiments focus on the three quantitative dimensions: En-
tanglement Awareness (R1), Variable Load Resilience (R2),
and Cloud-to-Edge Continuum Mobility (R3). The ODTE
metric monitors entanglement between each DT and its PT
(R1): if entanglement is lost, the DT is no longer considered
trustworthy. Violations may result from network latency, in-
sufficient compute resources after a model upgrade (R2), or
suboptimal placement. The system resolves such violations by
migrating the DT to a location in the cloud-to-edge continuum
(R3) that restores the trustworthiness invariant. The three
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qualitative dimensions—Declarative Description (R4), Observ-
ability (RS), and Security (R6)—serve as structural enablers
for this runtime control loop, addressed through design and
implementation choices detailed in Section V-A.

Our evaluation emphasizes trustworthiness-driven orches-
tration under heterogeneous DT requirements, particularly the
communication—compute trade-offs across on-premises, MEC,
and cloud nodes that affect ODTE and timeliness. Active
cyber-attacks and safety certification are beyond the scope of
this work and are discussed as future directions.

A. Prototype

The prototype evaluation has two main objectives. First,
we present an implementation of the industrial orchestration
system for DT trustworthiness detailed in Section IV, ensuring
alignment with the trustworthiness requirements outlined in
Section III. Second, we demonstrate that the system can en-
force corrective actions when the trustworthiness requirements
are not met in a cloud-to-edge continuum scenario.

1) Implementation: We implemented the orchestration sys-
tem described in Section IV using open-source, production-
grade tools. The prototype leverages Kubernetes to provide
VIM-like functionalities, ranging from declarative resource
management to DT deployment. The orchestration system
requires clear abstractions to describe a DT, including its
properties, behavior, trustworthiness requirements, and deploy-
ment constraints (R4). We implemented this by extending
Kubernetes with custom resource definitions (CRDs), defining
custom data structures for DTs. Applications can request
DTs declaratively via the Kubernetes APIs. The TM and
Orchestrator are implemented as Kubernetes operators: the
TM handles first-stage decision-making, selecting a DT that
satisfies the application request, while the Orchestrator han-
dles second-stage decision-making, choosing a suitable node
for deployment. The runtime trustworthiness loop correlates
digital and physical performance indicators (RS). This is
achieved through Kubernetes, which collects infrastructure
metrics, and Prometheus, Kiali, and Jaeger, which provide
DT-level metrics, service-mesh visualization, and distributed
tracing. The Orchestrator converts a DT resource into native
Kubernetes objects for deployment, using node affinity to
select an appropriate node along the cloud-to-edge continuum.
Security requirements (R6), including access control and en-
crypted communication, are enforced using Kubernetes role-
based access control (RBAC) and Istio. Once deployed, the
orchestration system continuously monitors the DT to main-
tain the trustworthiness invariant at runtime. Importantly, this
architecture is technology-agnostic; the prototype represents
one possible instantiation of the proposed approach.

The implemented DTs are built using the White Label
Digital Twin (WLDT) open-source framework [31], which
enables the design, deployment, and management of modular
and adaptable DTs. WLDT, a Java-based multithreaded stack,
supports the definition of DTs, the implementation of shadow-
ing and digitalization processes, and seamless interoperability
with external applications. In our prototype, communication
between physical and digital components is established via

TABLE II: Prototype evaluation: Experimental parameters

Epoch Latency Ta Model CPU(s)

El - Cloud 100ms 4= 20ms 1s Simple 2000 mCPU
E2 - Cloud 100ms & 20ms 100ms  Simple 2000 mCPU
E3 - Edge Sms £+ 1ms 100ms  Simple 250 mCPU
E4 - Edge Sms £+ 1ms 100ms  Complex 250 mCPU
E5 - MEC 25ms + 2ms 100ms  Complex 1000 mCPU

the Message Queuing Telemetry Transport (MQTT) protocol.
To enhance trustworthiness, we extended the framework with a
monitoring module that computes the ODTE metric, providing
real-time assessment of entanglement between the physical
and digital counterparts. Additionally, we integrated the MOI
and MNI interfaces, enabling dynamic configurability and
observability of the DT lifecycle in alignment with target
operational requirements. For scalability and orchestration,
each DT was containerized, ensuring lightweight, portable, and
dynamic execution within the orchestration system.

The DTs digitalize a set of PTs emulated through a
dedicated software simulator designed to replicate industrial
machine behavior. The PT emulator, implemented in Python,
offers high configurability in terms of data (via real dataset
replay or generated values with specific random distribu-
tions), communication protocols (here via MQTT), serializa-
tion methods (JavaScript Object Notation (JSON) and YAML
Ain’t Markup Language (YAML)), message rate, and manage-
ment of physical actions through received requests.

2) Setup: We provisioned the testbed in a private Open-
Stack environment using Terraform and configured it with An-
sible. The setup comprised five Ubuntu 22.04 LTS instances:
one (ml.small: 1 vCPU, 2 GiB memory) hosted the experiment
scripts, while the remaining four formed the cluster. Within the
cluster, one instance (ml.medium: 2 vCPU, 4 GiB memory)
managed the control plane, and three instances (ml.large:
4vCPU, 8 GiB memory) served as worker nodes.

The cluster was equipped with CRI-O as the container
runtime, Kubernetes for container orchestration, Flannel for
networking, and Istio as the service mesh. For monitoring and
observability, Prometheus was deployed for automatic metric
scraping, Kiali for service mesh visualization, and Jaeger for
distributed tracing. Mosquitto facilitated MQTT communica-
tion between PTs and DTs, and Chaos Mesh enabled fault
injection experiments. Finally, the DTs were deployed using
Helm, the Kubernetes package manager.

3) Results: The evaluation of the prototype consisted of
five epochs. Table II details the experimental parameters for
each epoch. In particular, we used Chaos Mesh to inject the
desired network latency, Kubernetes to vary CPU allocation,
and the DT API to change the model complexity. The network
latency was injected into the PT-DT communication link. The
values were chosen to emulate the network conditions the
DT would plausibly experience in a realistic cloud-to-edge
continuum scenario [32], [33]. The PT published its state
updates as MQTT messages—1 state update per second. We
emulated the complexity of the model by making DTs find
a given number of primes. Lastly, T} represents the desired
timeliness, i.e., how fresh digital states are required to be.
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075 200 400 600 800 1000 1200 1400 sim duration 100
Time [s] warm-up time 5s
5G tx power (user) 17dBm
(a) 5G tx power (base station) 23dBm
Epoch 5G bandwidth 5MHz
El E2 E3 E4 E5
% avg network latency:
@ £ 100 on premises Sms=+ 1 ms
9 “E-‘ edge 25ms +2ms
£E o cloud 100 ms = 20 ms
0 200 400 600 800 1000 1200 1400 -
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(b) Target timeliness (heavy) 1.6s
Epoch #PTs 50
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1.0
w
'_
o 05 w . . .
© epoch (E4), increasing the model complexity (from 1K to 10K
0 200 400 600T. 800 1000 1200 1400 primes) saturated the available compute resources, reducing
Ime (s .
(5] entanglement. Here, the root cause was compute saturation
(© at the edge (R2), not network latency. Unlike conventional

Fig. 4: Prototype evaluation: Network latency (a), processing
time (b), and ODTE (c).

For example, T; = 100 ms means that the DT is expected to
produce its (digital) state after at most 100 ms upon reception
of a (physical) state update sent by its counterpart.

Fig. 4 shows the network latency, processing time, and
ODTE as experienced by the DT throughout the evaluation.
As anticipated in Section II, the ODTE metric is a domain-
specific measure for DTs quantifying how effectively the DT
represents its PT in terms of expected performance. Processing
time measures how long the DT takes to compute a digital
state. This is influenced, on the one hand, by the number of
available central processing units (CPUs), and, on the other
hand, by the model complexity. Note that the higher the
processing time, the longer it takes to produce a digital state.
Processing time and network latency collectively impact T', a
key factor in the ODTE metric (see Section II). The alternating
background colors in Figs. 4a, 4b, and 4c¢ visually indicate the
transition from one epoch to the next. Each color shift marks
the beginning of a new epoch.

During the first epoch (E1), the orchestration system proto-
type deployed the DT in the cloud, as this location satisfied
the application requirements: a 7,; of 1s and a simple model
(1K primes). In this phase, the ODTE metric remained at 1,
indicating full entanglement between the DT and its PT. In
the second epoch (E2), the required T; was reduced to 100 ms.
Given a cloud latency of 100 ms £ 20 ms, this target could not
be met, causing the ODTE to drop—a trustworthiness violation
(R1). The system identified network latency as the root cause
and migrated the DT from the cloud to an on-premises edge
node (R3), restoring entanglement. By the third epoch (E3),
the ODTE returned to 1. Although edge nodes offer lower
latency, they have constrained resources (from 2000 mCPU
in the cloud to 250mCPU at the edge). Nevertheless, this
allocation was sufficient for the requested model. In the fourth

orchestrators, which might scale up (move the DT to any
node with sufficient resources) or scale out (spawn a replica),
the proposed system preserves the cyber-physical relationship:
relocating the DT to the cloud would resolve compute limita-
tions but break entanglement. Instead, the system migrated the
DT to the MEC (R3), providing enough compute while main-
taining acceptable latency—a decision that jointly considers
multiple trustworthiness dimensions. In the fifth epoch (ES),
the corrective action successfully restored the trustworthiness
invariant, with the ODTE consistently at 1.

B. Simulation

To assess the performance of the orchestration system at
scale, we used OMNeT++ as the event-based system-level
simulator. The simulation framework includes comprehensive
models of PTs and DT-based services, of the computing nodes
hosting them, and of the underlying communication network.
Key aspects of the simulation setup are detailed below.

We consider two DT archetypes inspired by realistic
industrial workloads. The first represents latency-sensitive
lightweight DTs (stringent DTs), typical of monitoring/control
functions that require timely updates but limited computation.
The second represents compute-intensive DTs with relaxed
timeliness constraints (heavy DTs), typical of analytics or
augmented DT functions that demand more processing while
tolerating higher end-to-end delay. DTs and applications are
hosted by computing nodes which can be located either on-
premises, at MEC, or in the cloud, allowing the exploration of
diverse use cases and deployment scenarios. Consistent with
the prototype presented in Section V-A, each DT running on
a computing node is allocated a fixed amount of computing
power, expressed in mCPUs. Computing nodes across the
continuum offer varying computational capacities, leading to
different amounts of allocable per-DT CPU resources. Conse-
quently, the actual CPU allocated to each DT depends both
on the type of node (i.e., cloud, MEC, or on-premises) and
on the number of DTs concurrently running on that node.
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Interconnections between PTs and computing nodes are based
on either Ethernet for wired connections or private 5G net-
works for wireless connections. For this purpose, the simulator
incorporates a detailed model of the Transmission Control
Protocol (TCP)/Internet Protocol (IP) stack based on the INET
library, and of 5G technologies including advanced scheduling
and QoS support capabilities based on Simu5SG [34]. Be-
yond being a general-purpose 5G user-plane simulator, the
OMNeT++/INET+Simu5G toolchain has been recently used
in multiple scientific works to evaluate industrial 5G sce-
narios, including smart-factory private-5G deployments with
heterogeneous multi-flow QoS requirements as well as 5G-
TSN/timing-sensitive settings for industrial automation [35]—
[37]. To assess the robustness of the proposed orchestration
strategy under realistic wireless load, we inject additional
background traffic on the private 5G segment. In particular, we
follow a 3GPP-compliant user-plane traffic model from 5G-
ACIA guidelines [38], parameterized by message size, transfer
interval, and (average/peak) data rate. We instantiate six HMI-
related background traffic flows.

We compare four possible deployment scenarios depending
on where DTs are deployed and on the communication tech-
nology they use:

e Cloud: DTs are hosted in the cloud, PTs use a private 5G
network to communicate with DTs;

o MEC: DTs are hosted in the MEC, PTs use a private 5G
network to communicate with DTs;

o On-premises: DTs are hosted on local servers, PTs use a
wired network to communicate with DTs;

e Continuum: DTs are hosted on cloud, MEC, or on-
premises depending on their communication require-

ments, PTs use accordingly either a wired or a private
5G network to communicate with DTs.

We simulate a number of PTs ranging from 50 to 150,
deployed on a 100m x 200 m floorplan. Half of the PTs are
served by stringent DTs, and half are served by heavy DTs. To
achieve statistical soundness, we run 5 independent replicas
of each simulation scenario, with each run lasting 100s. A
summary of the simulation parameters is reported in Table III.

Fig. 6 reports the measured timeliness for both stringent and
heavy DTs. The MEC and on-premises deployments achieve
100% timeliness for stringent DTs, but cannot accommodate
heavy ones. Conversely, cloud deployments can handle heavy
DTs but fail to meet the timeliness requirements of stringent
DTs. The continuum deployment addresses both needs by
placing most heavy DTs in the cloud, most stringent DTs on-
premises, and a fraction of each type in the MEC, achieving
100% timeliness for both categories.

This is confirmed by the results in Fig. 5, which show
the average time to compute DT status updates at computing
nodes. On the one hand, the compute time experienced by
heavy DTs in the continuum-deployment scenario is lower
than the one in both the MEC and on-premises scenarios. As
a result, the compute time of heavy DTs is comparable to
the one obtained in the cloud-only deployment scenario. On
the other hand, stringent DTs in the continuum-deployment
scenario experience a compute time which is only slightly
higher than that in the cloud-only deployment, as MEC and on-
premises computing resources are used. This additional time
is, however, low enough to meet the timeliness requirements.
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VI. CONCLUSIONS

In this paper, we presented an orchestration system for
DT trustworthiness, designed to ensure reliable interactions
between industrial machinery and applications. The system
integrates core trustworthiness requirements to dynamically
manage DT instantiation and deployment while satisfying
them. We validated the approach through both a working
prototype and system-level simulations, demonstrating its
capability to manage the DT lifecycle and preserve trust-
worthiness. The results confirm the feasibility and practical
applicability of our approach in industrial scenarios. As future
work, we will explore predictive, ML-assisted orchestration
to anticipate ODTE and timeliness degradations under time-
varying network and compute conditions, enabling proactive
reconfiguration and migration before trustworthiness violations
occur. Moreover, we aim to extend the orchestration layer
with ISA/IEC 62443 to systematically capture and enforce
industrial cybersecurity constraints across zones and assets.
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